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Risk-based Authentication (RBA) As a Way to Add Security

During the login of a user, calculate a risk based on contextual factors.
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2/20 Thesis Defense * July 28, 2023 * Bochum E




Risk-based Authentication (RBA) As a Way to Add Security

During the login of a user, calculate a risk based on contextual factors.
Increases security while limiting unnecessary security prompts to a minimum.

‘ Username
Password

Please provide the
following code to

Browser

Locanon

complete your login:
123456

B

>~‘A

User on the Authentication Server Risk Calculatlon
phone X/ Q/@
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Risk-based Authentication (RBA) As a Way to Add Security

During the login of a user, calculate a risk based on contextual factors.
Increases security while limiting unnecessary security prompts to a minimum.

E©> Do @

‘ Username
Password

Attacker with Authentication Server Risk Calculatlon Block
the user’s X/ Q/ /@
credentials
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Today: Practitioners’ and End-Users’ Perspective on RBA

Configuration of Users’ Interaction
Risk-based With Login

Authentication Notifications
SOUPS 22 USENIX Sec. 24*

How do administrators configure RBA? How do users interact with login notifications?
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Understanding How Administrators Configure RBA Is Crucial

Appropriately configured, RBA increases security while limiting unnecessary security prompts to a minimum.

RBA

, , Questionnaire
Configuration

7R 2 2 2

O wan
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Allow Optional MFA Require MFA Block

Low risk ® o) o} O
Medium risk o) ® o) o)
High risk ® o) o
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Admins Don’t Rely on the Default Risk Behavior

Low 0 9 13 6

Default: @ Allow

Medium

Default: © Opt. MFA
High 1
Risk

Default: ~~ Opt. MFA

Behavior: @ Allow Optional MFA °Required MFA @ Block
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Low Risk Required MFA

“As soon as it’s a risk, | want
to require MFA.” (P7)

Medium Risk Required MFA

High Risk Required MFA




Understanding How Administrators Configure RBA Is Crucial

Appropriately configured, RBA increases security while limiting unnecessary security prompts to a minimum.

RBA

, , Questionnaire
Configuration

7R 2 2 2

O wan
O &%
O«

Allow Optional MFA Require MFA Block | Notify Users

Low risk ® o} o} o
Medium risk o) ® o) o}
High risk ® o) o
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Admins Stick With the Notification Defaults

Low
Risk
Default: M Notify
Medium
Risk
Default: M Notify
High
Risk
Default: M Notify

Behavior: A Notify QDo Not Notify
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Don’t Notify

Low Risk
“If you get bombarded with 0
login notifications, you get

Medium Risk o

*.K
l Don’t Notify

annoyed. [...]
So | chose to only notify

’ 14
when there’s a reason.” (P1) [N, o oty




Today: Practitioners’ and End-Users’ Perspective on RBA

Configuration of Users’ Interaction
Risk-based With Login

Authentication Notifications
SOUPS 22 USENIX Sec. 24*

How do administrators configure RBA? / How do users interact with login notifications?
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Linked [T}

Hi Philipp,

We noticed you recently tried to sign in to your LinkedIn account from
a new device.

If you're having trouble signing in, please visit the LinkedIn Help
Center.

Thanks for using LinkedIn!
The LinkedIn Team

When and where this happened:

July 28, 2023, 2:09 PM (GMT)
Firefox
Linux

Essen, Nordrhein-westfalen, Deutschland

Didn't do this? Be sure to change your password right away.



Two Possible Cases With Four Outcomes

S

Case 1: User signs in Case 2: Attacker signs in

S

User does nothing User starts inspecting User does nothing User starts inspecting

13/20 Thesis Defense * July 28, 2023 « Bochum @




Representative Notification Based on 60+ Real-World Notifications

Linkedm

Hi Philipp, -
We noticed you recently tried to sign !

a new device:
f you're having trouble signing in, pleas

Center.

i \
Thanks for using LinkedIn!
The Linkedin Team

nere this happened:

July 28, 203

Firefox
Linux
Essen, No|

When and W

<7 Be sure to chand®

Didn't do thi

TABLE 3. INFORMATION CONTAINED IN NOTIFICATIONS SENT BY REAL-WORLD SERVICES.

Rank  Domain | Account Name Browser Country State City IP  OS Time Time Zone | Instructions Legit Instructions Malicious
1 googlecom . o 0 e > . .
workspace. google.com . 0 o 0 0O e 0 © o o o
4 facehook.com . . G C ) . G .
6 microsoft.com ° . . o 0O e e e . ° °
7 netflix.com ° . . ¢ ) . . . .
8 . . . . . e O o . .
9 . . . ° e o ° . °
12 ° 0 o) o] 0O 0 e e . . .
13 linkedin.com ° . . . e O o o ° .
14 cloudflare.com ° . o o O e e e . . °
16 wikipedia.org C ) ) O« o . °
17 yahoocom ° . . e o o o ° o
21 amazon.com ) ° ° e o . ° .
32 pinterestcom o ° e O . . .
33 githubcom . . °
67 vkcom o . o) o] 0 . o] .
71 mozilla.org ) ° . . . . ( .
74 csdnnet ° o} . 0 o . o o .
84  tumblrcom ° ° ) . . .
87  spotify.com o o . 0 o . . . o
89  paypalcom ° . . . . . . ° .
98 dropbox.com ° . o o o) . . . °
112 cbay.com ° . . . ° . ° ° °
116 imdb.com . . . . 0 . . . .
119 soundcloud.com . ° ° ; . . . ° .
153 twitchitv ° ° . ° . . . . °
157 sourceforge.net ° ° . C . . C .
169 etsy.com . . . . . 0 . . o
182 researchgate.net . . . > . 8 .
188 weehly.com ° . . . [ . . . .
199 oracle.com . . . . ° . ° . °
212 booking.com o ° ° o . . . o .
230 sumsung.com o o ) g . o C .
279 slack.com o . . o (o] . o . .
318 snapchat.com . . . . . . .
345 grammarly.com ° ° . o . . . o .
359 yelp.com o ° C . . . .
361 fivercom . . . o . . . o .
457 netease.com ° o ' C . ) ( °
465 binance.com ° 0 0 o] 0 . . o] .
617 atlassian.com ° . . . . . . . .
691 gitlab.com ° o 0 o e . . .
760 battlenet ° C ) C D . ( .
786  aitbnbcom o ° . . o e o . o °
829  uber.com ) ° . . e o . ( .
904  xing.com ° . . o e o o . .
1102 nintendo.com ° . . . °
1273 wayfair.com ° 0 o o) 0O 0O e e . . .
2716 plex.tv ° . . o o ( o ( .
3322 lpassword.com o) ° . . O e O e . o
3386 lyftcom 0 . . . . . .
4146 dhlde o o o 0 o © o . o
4416 dashlane.com ° ° . . .
4738 porkbun.com . o o o 0O e 0o o . o .
5325 logmein.com ° . . . e o o o ) °
7067 check24.com . . . 0 0O O e e . o} °
10644 maxmind.com C ° . o o . . ° .
11953 faceit.com o) 0 . 0 o e 0o o0 o . .
14822 myunidays.com ° g o e . . C .
20163 n26.com . ° . o) e o o o . . .
22898 neteller.com . . 0 O e e . . .
30613 traderepublic.com ° o) 0 o 0O O e © 6] o] °
33584 stacksocial.com ° > 0 . ° . °
38229 netatmo.com ° 0 . o] e o o o 0 . .
42238 splitwise.com o ° g ) o 0 e o ° .
43757 decathlon.com o ° . (o] 0O O e e . . °

®

few device logged in

ice or location and want to make sure it's you

D do anything.

fnd used it to access
HIn on two-factor aut
ial media accounts (

your.account. To protect your
hentlcation. Also check for
like Facebook, or Twitter).

ize the i i i
o location of the sign in.

: You can revi
s .0 eview
lcations/463411833.

further action.

d. Visit ﬁl;gg;[_g;thuo.cow/se‘

ttings/admin to

‘~accoun:-and-data-secure/"

thub.com/settlngg/securlty

in the GitHub Help.

hub. com/contact
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Representative Notification Based on 60+ Real-World Notifications

New sign-in to your Spatial Reasoning Study account

From: SRS Team <spatial-reasoning@rub.de>

A

New sign-in to the Spatial Reasoning Study

Hi,

We noticed a new sign-in to your SRS account (jo.doe@gmail.com).
Location: North Rhine-Westphalia, Germany

Date: July 28, 2023 at 02:09 PM CET

Device: Firefox on Linux

If it was you, you can safely ignore this email.
If it wasn't you, please change your password immediately to secure your account.

Thanks,
The SRS Team

Privacy Policy | Support Center
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Deception Study To Get Authentic Reactions to Notifications

Mental
Rotation Test

Login

Notification

R

Observe
Behavior

Malicious

New sign-in to the Spatial Reasoning Study

Hi,

We noticed a new sign-in to your SRS account (jo.doe@gmail.com).
Location: North Rhine-Westphalia, Germany

Date: July 28, 2023 at 02:09 PM CET

Device: Firefox on Linux

If it was you, you can safely ignore this email.
If it wasn't you, please change your password immediately to secure your account.

Thanks,
The SRS Team

New sign-in to the Spatial Reasoning Study

Hi,

We noticed a new sign-in to your SRS account (jo.doe@gmail.com).
Location: California, USA

Date: July 28, 2023 at 05:09 AM PDT

Device: Chrome on Windows

If it was you, you can safely ignore this email.
If it wasn't you, please change your password immediately to secure your account.

Thanks,
The SRS Team

15/20

Thesis Defense ¢ July 28, 2023 ¢ Bochum M




Legitimate Case Is Fine — Malicious Notifications Cause Issues

100% Didn’t Change Password v
A

\

Legitimate

for Their Own Login)

21% Changed
79% Didn’t Change Password X Password v
A A

hYd \

Malicious r

(Received Login Notification 22%
for a Foreign Login)

Explanation: == Don't e Was Me  gmmNotMe = Suspicious == Fatigue
Remember
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Admins Tend To Increase Security & Malicious Case Causes Issues

Configuration of
Risk-based
Authentication
SOUPS 22

Allow Optional MFA Require MFA Block Notify Users

Low risk ® o o o
Medium risk o ® o o
High risk ® o o

e 13 R
.

05_

LA LA

Q Allow Optional MFA o Required Q Block
(Low) (Medium & High) MFA
A Notify X Do Not Notify

" (Low, Medium, High)

Users’ Interaction
With Login

Notifications
USENIX Sec. 24*

New sign-in to the Spatial Reasoning Study

Hi,

We noticed a new sign-in to your SRS account (jo.doe@gmail.com).
Location: California, USA

Date: July 28, 2023 at 05:09 AM PDT

Device: Chrome on Windows

If it was you, you can safely ignore this email.
If it wasn't you, please change your password immediately to secure your account.

Thanks,

The SRS Team
Legitimate
100% Didn 't Change v/

|

Malicious
79% Didn’t Change X 21% Changed /
’ A n—A—
H
=, Don't =2 Was Me == Not Me =2, Suspicious =, Fatigue
Remember
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RBA Coul
uld Have Changed the Outcome of the Attack in 2020

Ruhr-Universitét Bochum
@ruhrunibochum

i [Thread] Due to a computer attack on the
central infrastructure of the RUB, a large part
of the IT infrastruc

service. As a result,
systems are not available (e.g. e-mail,

tunnel, internal service portal). ~sk

10:50 AM - May 7, 2020

admin:123456 X
admin:password X
admin:12345678 x

admin:ruhruniversity |4

ture had to be taken out of

Logi
ogin could have been complicated or blocked

/@

Login could have been detected

18/20
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Various Directions for Future Work on Both Sides

Q Testing Different RBA Configuration Interfaces :;.( Influence of Account/Device Sharing

—] Improving Applicability with + « Weighting Positive and Negative Effects
E Sample Configurations and Notifications } of Login Notifications
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Password Insecurity

Ruhr-Universitét Bochum
B @ruhrunibochum

1 [Thread] Due to a computer attali)krg;\;g?t
c'entral infrastructure 0\;‘ Z\hdetro{%%tz oS e
he IT infrastructure
(s)fe:vice. As aresult, alarge number:ﬁ PN
systems are not available (e.g. e-matl,

tunnel, internal service portal). sk

10:50 AM - May 7, 2020

Admin Perspective

Allow Optional MFA Require MFA Block Notify Users

Low risk [} o o

o
Medium risk o [} o o
High risk [} o o

O

End-User Perspective

New sign-in to the Spatial Reasoning Study
Hi,
We noticed a new sign-in to your SRS account (jo.doe@gmail.com).
Location: California, USA

Date: July 28, 2023 at 05:09 AM PDT
Device: Chrome on Windows

If it was you, you can safely ignore this email.
If it wasn't you, please change your password immediately to secure your account.

Thanks,
The SRS Team

2018: Google user-base < 10% have _ Legitimate
MFA enabled [ 100% Didn’t Change v/
2022: “Turn on 2SV (or we will!)” 2] o 5 ’ A ~
“Will We Get Rid of Passwords? ) Malicious
. In short, according to our findings, o 79% Didn’t Change X 21% Changed v/
fido 10t in the near future.” Bl p A —A—
@~Allow ~ Optional MFA @) Required @ Block 5%
"' (Low)  (Medium & High) ~ MFA =.Don't = \Vas Me ESLNot Me
A Notify Q_Do Not Notify Remember
. @-g “ (Low, Medium, High)
0 / / Q == Suspicious =L Fatigue
[Ref. 1] Grzergor Milka: Anatomy of Account Takeover
20/20 [Ref. 2] Guemmy Kim: Making You Safer With 28V

[Ref. 3] Leona Lassak et al.: Why Haven't Passkeys Replaced Passwords? Obstacles Companies Face Deploying FIDO2 Passwordless Authentication
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