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Risk-based Authentication (RBA) As a Way to Add Security

 2/

During the login of a user, calculate a risk based on contextual factors. 
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Risk-based Authentication (RBA) As a Way to Add Security
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During the login of a user, calculate a risk based on contextual factors. 
Increases security while limiting unnecessary security prompts to a minimum.
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Risk-based Authentication (RBA) As a Way to Add Security
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During the login of a user, calculate a risk based on contextual factors. 
Increases security while limiting unnecessary security prompts to a minimum.
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17 Publications since 2019

[*]  Best Paper Award Winner, [**] Under Review 3/

Mobile Authentication
ACM TOPS 21, SOUPS 20 & 21, 
USENIX Sec. 22, EuroUSEC 23

(Fallback) Authentication 
USEC 19, WAY 19, CANS 21

Account Remediation
WIPS 21, ACSAC 22, USEC 23

Publications Extending the Thesis Scope
Security of 

Knowledge-based 
Authentication

IEEE SP 20

Two-Factor 
Authentication 

With the German ID
EuroUSEC 22*

Configuration of 
Risk-based 

Authentication
SOUPS 22

Users’ Interaction
With Login 

Notifications
USENIX Sec. 24**

Thesis
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Today: Practitioners’ and End-Users’ Perspective on RBA 
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How do administrators configure RBA? How do users interact with login notifications?

Configuration of 
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USENIX Sec. 24*

[*] Under Review
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Understanding How Administrators Configure RBA Is Crucial
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Appropriately configured, RBA increases security while limiting unnecessary security prompts to a minimum.

Questionnaire InterviewRBA 
Configuration
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Allow Optional MFA      Required MFA    Block
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Admins Don’t Rely on the Default Risk Behavior

9 13 6

17 10

Low 
Risk

Medium
Risk

High
Risk 1

5 23

Behavior:

Default:     Allow

Default:     Opt. MFA

Default:     Opt. MFA



Thesis Defense  •  July 28, 2023  •  Bochum1/20 6

“As soon as it’s a risk, I want 
to require MFA.” (P7)
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Understanding How Administrators Configure RBA Is Crucial
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Appropriately configured, RBA increases security while limiting unnecessary security prompts to a minimum.

Questionnaire InterviewRBA 
Configuration
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Notify Do Not Notify
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Admins Stick With the Notification Defaults
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Default:     Notify
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“If you get bombarded with 
login notifications, you get 
annoyed. [...] 
So I chose to only notify 
when there’s a reason.” (P1)
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Today: Practitioners’ and End-Users’ Perspective on RBA 

How do administrators configure RBA? How do users interact with login notifications?
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Notification Example LinkedIn
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New Sign-in

to Your Account New Sign-in

to Your Account

Case 1: User signs in Case 2: Attacker signs in

1 432

User does nothing User starts inspecting User does nothing User starts inspecting
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Lipton | Be More Tea | 2014 Lipton | Be More Tea | 2014Wise | 10 Things That Are Green | 2023 Wise | 10 Things That Are Green | 2023

Two Possible Cases With Four Outcomes



Thesis Defense  •  July 28, 2023  •  Bochum1/20 14

Representative Notification Based on 60+ Real-World Notifications
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Representative Notification Based on 60+ Real-World Notifications
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Scenario
Login

Notification QuestionnaireObserve
Behavior

Mental 
Rotation Test
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Legitimate Malicious

Deception Study To Get Authentic Reactions to Notifications
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Explanation: Don’t 
Remember

Was Me Not Me Suspicious Fatigue

20% 55%

21%5%12%22%

100% Didn’t Change Password ✓

79% Didn’t Change Password ✗
21% Changed 
Password ✓

Legitimate
(Received Login Notification 

for Their Own Login)

Malicious
(Received Login Notification 

for a Foreign Login)
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Legitimate Case Is Fine – Malicious Notifications Cause Issues
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Admins Tend To Increase Security & Malicious Case Causes Issues

20% 55%

21%12%22%

100% Didn’t Change ✓

79% Didn’t Change ✗ 21% Changed ✓
Malicious

Legitimate
9 13

5
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23

17 10

21 7

26 2

27 1

1

5%
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Configuration of 
Risk-based 
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SOUPS 22

Users’ Interaction
With Login 

Notifications
USENIX Sec. 24*

[*] Under Review
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RBA Could Have Changed the Outcome of the Attack in 2020

admin:123456 ❌
admin:password ❌
admin:12345678 ❌
         …
admin:ruhruniversity ✅

New Sign-in

to Your Account

Login could have been complicated or blocked 

Login could have been detected 

/
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Various Directions for Future Work on Both Sides
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Influence of Account/Device Sharing

Weighting Positive and Negative Effects
of Login Notifications

Improving Applicability with 
Sample Configurations and Notifications

Testing Different RBA Configuration Interfaces
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Notify          Do Not Notify
(Low, Medium, High)

Password Insecurity
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2018: Google user-base < 10% have 
MFA enabled [1]

2022: “Turn on 2SV (or we will!)” [2]

“Will We Get Rid of Passwords? 
In short, according to our findings, 
not in the near future.” [3] 

[Ref. 1] Grzergor Milka: Anatomy of Account Takeover
[Ref. 2] Guemmy Kim: Making You Safer With 2SV
[Ref. 3] Leona Lassak et al.: Why Haven’t Passkeys Replaced Passwords? Obstacles Companies Face Deploying FIDO2 Passwordless Authentication

/    /   
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