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Account Remediation (Neil et al., WAY ‘20)
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Analyzed official advice of 13 US based web services

Identified 5 account remediation steps

Advice provided by web services is incomplete
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Towards an Intercultural Analysis

Neil et al. (WAY ‘20):
13 US based web services

This Work:
Include popular services outside the US
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Neil et al. (SOUPS ‘21):
57 US based web services 

Investigating Web Service 
Account Remediation Advice

Tuesday, 10:00 am - 11:00 am EDT
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Towards an Intercultural Analysis
Top 7 countries with the highest amount of data breaches [1]

28 most popular services across countries according to Tranco [2]

[1] Rob Sobers. The World in Data Breaches, March 2020. https://www.varonis.com/blog/the-world-in-data-breaches/
[2] Le Pochat et al. Tranco: A Research-Oriented Top Sites Ranking Hardened Against Manipulation. NDSS ’19, San Diego, California, USA, February 2019.

   4/



My Account Is Compromised – What Do I Do? Towards an Intercultural Analysis of Account Remediation for Websites
Kathryn Walsh, Faiza Tazi, Philipp Markert, and Sanchari Das/7

Findings

Lack of information present across nations

Absence of a central information page 
to initiate the account remediation process
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Findings

Lack of information present across nations

Absence of a central information page 
to initiate the account remediation process

Crowd-sourced advice provided by the web service 
in the absence of a central information page

?

   5/



My Account Is Compromised – What Do I Do? Towards an Intercultural Analysis of Account Remediation for Websites
Kathryn Walsh, Faiza Tazi, Philipp Markert, and Sanchari Das/7



My Account Is Compromised – What Do I Do? Towards an Intercultural Analysis of Account Remediation for Websites
Kathryn Walsh, Faiza Tazi, Philipp Markert, and Sanchari Das/7

Findings

Lack of information present across nations

Absence of a central information page 
to initiate the account remediation process

Crowd-sourced advice provided by the web service 
in the absence of a central information page

Third-party source of advice 
in the absence of a central information page

?
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New Research Questions

Directly Related

Future Work

Extend Analysis
Many duplicates in the top 28 
across countries

Analyze multilingual advice
Some services offer advice in 
Mandarin Chinese, Russian, etc.
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How do users cope with missing 
information?RQ1

How to guide users through the 
account remediation process?

How to improve the steps within 
the account remediation phases?

RQ2

RQ3
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Takeaways
Lack of information 
present across nations

Absence of a central 
information page

Extended analysis for 
more intercultural 
insights required
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